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Introduction:

This document details the company network security procedures.

Because this document contains highly sensitive information from a security and legal standpoint it is classified.  Only company employees who have a need-to-know this information may read its contents.  It is not to be distributed outside of the company organization.  It may, however, be shared with company corporation security and legal personnel who also have a need-to-know and a vested interested in ensuring the security of the entire organization.

The intended audience of this document is company employees.  Company management needs to be aware of the procedures and escalation points exist for network security issues.  Network engineers need to understand the roles and responsibilities associated with helping to protect the network and understanding the “best practices” this document details.  Network operations needs to be aware these security procedures to help identify and properly respond to security weaknesses and incidents.

This document is not intended to supersede or obviate the need for corporate-wide security policies.  This document is intended to augment the current company corporate security policies by addressing the specific security needs of the company and systems.  Even though these policies are targeted toward private intranet hosts and networks and not specific to the company application, they are still the overriding policies for all of company.

Roles and Responsibilities:

The security personnel within the company organization are responsible to protecting the network and systems.  Because of these responsibilities, these people have the authority to make recommendations and improvements to the security systems within the company network.

These responsibilities include auditing the network and systems for vulnerabilities and then correcting the security problems that are identified.  This team uses approved auditing utilities to survey the company security landscape when company management has granted prior authorization.  The times and use of these tools are tightly controlled especially when auditing the egress points where other company organizations are involved.

This team is also responsible to keeping up to date on new vulnerabilities and attacks being developed by potential attackers.  When fixes or patches are available, then this team will assist in making sure that the company networking systems are up to date on their security.  This network security group will also prepare reports to management and others in the organization on the security of the company network and systems.

This group will also work closely with the company corporate security groups and CIRT.  These liaisons need to be Grade X or above to participate in this group.  When attacks do occur, the security team within company also gets involved.  If necessary the company CIRT team and company management will be escalated to for additional support.  The company security team also watches the logs and alarms created by network security tools such as the intrusion detection systems and investigates potential security breaches.  These activities might involve forensics and the preservation of evidence and turning over evidence to the proper authorities.

Response Process Flow:

The process flow for a security incident can be described with the following diagram.
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As the company security team proactively analyzes the systems for vulnerabilities and other security related issues they will uncover problems.  These problems will be investigated and more information will be gathered.  Once there is sufficient knowledge of the problem and the damage has been assessed then the security team will securely communicate with the appropriate parties about the issues.  When the decision is made to either gather more information or start protecting the systems, the security team will work on eliminating the problem and restoring the systems to their original state.  Once the intrusion is contained and after the problem has been corrected, the issue is documented and the security systems are improved.  This lifecycle is a never-ending continuing cycle.

Note:  This diagram fits into the Detection, Response, and Recovery part of the “Security Lifecycle Methodology” that is detailed in the company Network Security Architecture Document.

Auditing:

This section of the document contains the procedures for conducting a security audit of the company data network and computer systems.  This is the section of the security process flow called “Analyzing”.  This is where the company security team is proactively determining what security vulnerabilities exist.  When a problem is discovered, reconfiguring the system or loading a software patch/upgrade can correct it.  These problems are then documented and kept track of for future reference.

These audits should not disrupt the production network and service.  No changes should be made to any system or network during the course of the audit.  This ensures that the audit does not cross the line of becoming an attack and makes it primarily just a fact-finding activity to find vulnerabilities and correct detected problems.  These audits should not impact processing capabilities by running scanning/testing tools during business hours or during peak or critical periods.  This ensures that the auditing itself doesn’t negatively affect the company service offerings. 

These audits are performed on a periodic basis and also on an ad hoc basis.  Standard audits are performed every 12 or 18 months on the company network systems starting in the Summer of 2000.  This standard audit identifies security deficiencies in network elements, computer systems, and the protection mechanisms that are in place.  These standard audits should also be performed if the network/system architecture has changed significantly.  This means that if the network has changed more than 20% from the last time it was audited, another audit is required.

Specific audits can also be performed if new vulnerabilities are determined to exist in systems that are contained within the company network.  New vulnerabilities are discovered and publicly documented daily.  If a new vulnerability in a specific system that company uses is publicized, then it must be determined if the company is at risk, and improvements must be made.

Targeted audits also need to take place if new systems and equipment is added to the company network.  New systems must be audited to check for known vulnerabilities and improved prior to deployment.

Determining the Type of Audit:

Before an audit of the company data network or computers takes place, certain preparations must be made.  The type of audit that is being considered must be tightly defined.  There are several types of audits that can be performed.  Below is a list of some of the more common types of network security audits.

Full – all systems and networks are tested from different locations

External Host – single host computers are checked externally (over network) for weaknesses

Internal Host – single host computers are checked internally for weaknesses

Perimeter – external testing originating from other networks/internet destined for perimeter

Internet – audit of Internet security measures

Network – audit the network elements for weaknesses

Firewall/ACL – audit security policies being implemented in firewalls or packet filtering routers

Password – audit password files to ensure that strong passwords are being used

Security Awareness – audit people’s knowledge and understanding of the security policies

It is important to note that some of these audits such as host-based audits might be able to be performed in a laboratory.  However, it is too difficult to simulate the entire company in the lab so these audits have to be performed on the production systems.

In addition, the perspective of the audit has a lot to do with the planning of an audit and its success.  Internal versus External audits can leverage different information and might have different results.  It is important to keep in mind the source/location of the origin of the audit and use audit the network from different perspectives and compare/contrast their results.

The scope of responsibilities for the audit should also be tightly defined since these may vary from audit to audit.  An example of this might be determining if an audit will be either a “Tiger Team” audit or a controlled internal host level audit.  Tiger Team was originally a military term referring to a group of soldier trying to penetrate a building.  However, a Tiger Team can be any rapid response group dedicated to solve a particular problem.  Today, computer security professionals use it to describe a group of people who intentionally break into systems to discover their weaknesses.  Tiger teams can do clandestine activities including dumpster diving and bribery.  The same Tiger Team type of approach can be used to audit the systems at company.  However, this may not be what is required or desired for the scope of responsibility of the people performing the security audit.  Instead, a controlled host level audit that does not involve penetration testing might be more appropriate.  It is easy to see why it is important to define the scope of responsibilities for the security audit team.

It is also important to tightly define
 the “area” of the company systems to be audited.  The different audit types listed above show how different audits can be scoped to only a subset of the company systems.  This focusing of the audit makes the audit more productive because the narrow scope reduces the amount of auditing that needs to be performed.  Therefore, the results are more specific and the audit reports are of greater value.  Tightly defining the audit area also limits the amount of disruption to the production systems.

Most of these security audits being performed on the company network will be performed on the 10.X.X.X production network.  This is the network that provides for the service.  Since this network does not contain any company computer users then there is little danger of an audit discovering user passwords or intercepting other confidential information not intended on being gathered.  However, subscriber sensitive information may still traverse this network.  Credit Card information, application traffic, signaling traffic, and other data flows over this network and could be intercepted with an audit that uses a “sniffer”.  The audit team needs to be aware of this confidentiality and discard any captured data after each use of a “sniffer”.

When an audit traverses several networks or is an external audit to the company network, then it is important to give notification to other company organizations.  If the audit crosses organizational boundaries there is the potential for other groups to detect what looks like an attack and start to respond to the alarms that get triggered.  If prior notification is given, then other groups can be watching for the audit and know what is happening.  This also illustrates the importance of tightly defining the scope and start/end time of the audit.

In some audits the thing being audited are people’s knowledge of the security policies, security awareness, and security privileges.  These internal research activities will include interviews with customer-identified key resources, system owners, support staff, management sponsor, and others.  There is a form in (Appendix A) that provides some sample questions to ask during such an interview.
Security Audit Tools:

In addition to controlling the area to be audited it is also important to define the methods to be used during the audit.  A list of tools and utilities that will be used during the audit must be documented prior to the audit.  If, after the audit has already started, additional utilities are determined to be needed, then another audit must be performed.  For example, based on the prior tiger team discussion it is possible to see why company would want to limit the use of bribery or “dumpster diving” methods during a network security audit.  There should also be tight controls on “social engineering” if it is being used within the context of a security audit.

However, the tools/utilities that will be used most frequently to audit the company network and systems are software programs rather than lock-pick sets.  Prior to the audit taking place, the tools to be used must be determined.  These tools should be obtained from a trusted source and verified to perform the necessary function.  The list of tools to be used should be documented prior to the audit and signed off on my company management.

Because some of the auditing tools are software that hackers themselves use, it is important for the security audit team to also get written permission from company Management to even possess these software utilities.  The possession of some of these hacker utilities is prohibited by the company security guidelines and policies.  Prior proper approval is necessary to ensure that the security audit team is abiding by their own security policies.  This is because there is a difference between “possession of the tool” and “use of the tool”.

Below is a list of some of the tools that would be used in a typical network and computer host security audit.  This list will then create a sort of “Approved Products List” for the network security audit tools that are authorized for use when auditing the company systems.

	Utility/Tool Name
	Function/Features

	nmap
	portscanner, RPC scanner, OS fingerprinter, ACL walker

	firewalk
	ACL walker

	snmpwalk
	SNMP MIB walker

	hunt
	TCP sequence injector

	snort
	standalone software intrusion detection agent

	arpwatch
	monitors new/changed ARP->IP mappings

	dumpsec
	dumps NT SAM

	BFBtest
	brute-force buffer-overflow auditor

	tcpdump/tcpsplice/tcpreplay
	packet capture/segmentation/session-replay

	netcat
	raw socket interface, great as a front-end to generating any particular desired session

	libnet-SNMP
	perl library for SNMP packet gen

	libnet-rawip
	perl library for raw socket interfacing

	Nessus
	distributed vulnerability auditor - essentially a free, extensible version of ISS - better in my opinion

	arptool
	generates mismatched/arbitrary ARP-headers to regulars sockets

	arpmitm
	tool for using arp MIM attacks

	reverb
	maps passive-passive, active-active sockets

	hellkit
	converts binaries to shellcode directly for input buffer overflows/code insertion

	itunnel
	ICMP tunneling/traversal

	antisniff
	promiscous-mode host detection -run on NT

	aurora
	generates TCP sessions from nonexistant hosts

	CPPS
	Cross Platform Port Statistics: detailed port statistics retrievable from the kernel via syscall

	Egressor
	The MITRE Corporations router config checker

	Libnet
	The easy to use portable robust packet shaping C library

	Nemesis
	Command line driven portable IP stack

	Ngrep
	GNU grep for network traffic

	Sentinel
	Portable remote promiscuous mode detection tool

	Tracerx
	Next generation traceroute

	Zodiac
	DNS protocol anaylizer and spoofer


Note:  Additional tools are becoming available at all times and new entries to this list will be added over time.  However, when this occurs, company management must give approval to allow for the possession for new utilities.

Some assumptions are made about the method of possession of these tools by the company security team.  These tools should be kept on a computer that is not permanently connected to the 10.X.X.X network.  This system should also be secured and tightly guarded.  The reports and data that is created by running these tools should be “cleansed” after each run so that there is no compromising data left about prior discovered vulnerabilities.  In addition, there will be a very limited set of individuals that will be using these tools to perform audits.  The access to this audit system will be tightly controlled.

Obtaining Permission:

As mentioned earlier, it is important to tightly define the scope of the audit and the tools that will be utilized to conduct the audit.  These things should be documented using the form in Appendix B.  This form should be filled out once per each audit and signed by the company authorizing organizational manager.

This not only protects the security auditors, but protects the organization.  The security auditors get validation that their audits can be fully-functional without putting their jobs at risk for violating the company security policies.  The organization makes sure that there are no unauthorized audits taking place and can differentiate between real attacks and internal security audits.

Perform Audit:

At this point the actual audit takes place.  This is when the tasks laid out in the audit definition form/documentation are carried out.  This is based on the type of audit and the tools that will be used during the activity.

Below is a list of the activities that will take place during the audit:

· Perform technical investigation

· Use tools for auditing systems and network components

· Gather information – Can information be leveraged for further audits?

· Attempt to exploit current vulnerabilities

· Perform penetration testing

· Simulate a security attack drill

· Discover effectiveness of incident response

· Conduct audit of network systems and computers

· Conduct interviews for security awareness audits

Report Findings:

After the audit has taken place a report with the findings will be created by the security audit team.  This report should clearly communicate the results of the audit and describe the adherence of the findings to the current security policy.  This document should not only show where the weaknesses lie, but where the organization is doing well.  The document must match system function with system vulnerability.  An example would be telling how use of tftp on a network management system is fine, but it does not belong on a applications server.

It is also important to safeguard the final data and security audit report.  This document must be shared through limited distribution with the appropriate people internal to the company organization who have a need to know.  This means printing out the report with numbered/signed copies.  It is important to keep this document physically secured from intruders and not kept online.  However, it should follow the other reporting procedures for encrypting documents that are stored online.  This document should also be saved for reference by future security auditors.
Discovery of a Security Problem:

The entire response process begins with the detection of a security related problem or issues.  These problems can range from a simple external probe on the company network to a coordinated full-strength hacker attack.  Detection of a security issues can come from several inputs.  This section of this document details the different ways that company will be made aware of a security problem.

During the course of an audit, as mentioned earlier, a security issue can be detected.  It is possible through the course of internal company security team members could uncover problems such as holes that an intruder left or that a system is in need of an upgrade or patch to its software or configuration.

It is conceivable that a security problem could be passed on by other organizations.  Inquiries by other company system administrators may share information about a coordinated attack that is traversing organizational boundaries.  Security problems can be discovered by communications with other company subsidiary companies or external entities.  Information found on the Internet may tip off an audit that could lead to discovering a problem within the company systems.  The company’s Computer Incident Response Team (CIRT) may also alert company security team members of an ongoing investigation.

The Intrusion Detection Systems (IDS) within company will produce alarms when it sees packets passing by that meet certain signature/filter rules.  These alarms can lead to identifying intrusions.  Of course, the alarm isn’t the only information required to validate there is an actual problem.  Further investigation is still required.

Network Management Systems (NMS) can also alert to problems within the company network.  Unexplained reboots of systems can be detected and alerted to an event log because the NMS systems are continuously monitoring system uptime and performance.  A degradation of system performance may also lead to the detection of a potential denial-of-service attack or discovery that an intruder is using it for another purpose like hosting “warez” or to launch other attacks.

Other strange behavior on network elements or computers can highlight a problem and tip off an investigation.  Below is a list that shows some of the things that a system/network administrator might notice that could indicate a security problem.  Obviously this is not a complete list, but examples of detection triggers.

· Logging – unusual error messages

· Unexplained changes to the system clock

· Failed login attempts or bad passwords

· Unauthorized or suspicious use of the “su” command

· Seeing changes that weren’t made by company personnel

· User logins outside of the normal time

· Unexplained usage patterns – excessive disk usage

· Strange file permissions – SUID

Although it would be rare to catch an intruder in the act it is not outside the realm of possibility.  It is important to realize that detection of the security issue could be a direct result of hacker behavior.  Therefore, it is important at this stage to just gather facts and not rush into taking other actions, which could force the intruder to flee or launch a denial-of-service attack on the systems already compromised.  During the analysis, it is tempting to actively collect additional information about the systems an intruder used to attack your systems.  Such attempts can alert an intruder to these activities.  In the event where the attacking system belongs to another organization, active data collection may itself be interpreted as intruder activity.  Therefore, the value of collecting as much information as possible needs to be balanced against the possible risk of intruders recognizing that their activities have been detected.  Some intruders may panic and attempt to delete all traces of their activities, further damaging the systems you are trying to save.  Others may not return, in which case any follow-up information you planned to collect the next time they entered your system will not be obtained.

Gather Facts During Investigation:

When a security incident is discovered the first thing to keep in mind is “Don’t Panic!”  There is more investigation that needs to take place before the real stress begins.  It is important to not react to the detection of a security event until it is fully understood.  Information needs to be collected prior to any decisions and actions can be taken.  That is the topic of this section of this security procedures document.

Who Should Investigate:

It is beneficial if the company security team and other internal company resources are used to perform an investigation.  Granted, time and people resources will be required, but it is better than letting external law enforcement conduct the investigation.  The company will have greater control over the investigation if done initially internally and the internal personnel will understand the most about the internal systems being investigated.  Even though the internal security team may have limited knowledge of law and forensics compared with law enforcement officials, company will be able to control the information dissemination and not have uncontrolled public information (FOIA) taking place.  When law enforcement gets involved there are Fourth Amendment issues, and jurisdictional conflicts.  In addition, the company network may suffer additional downtime because the law enforcement officials might want to confiscate the production systems as evidence.

Gathering Information:

During the early stages of an investigation of a security problem it is important to gather as much information as possible.  It is important to keep asking questions and being inquisitive about gathering information.  Below is a list of questions that may be beneficial to ask during an investigation.

· What are the symptoms of the problem?

· Where is the problem manifesting itself?

· Is more than one resource being attacked?

· Is this a multi-site incident?

· How long has the problem existed?

· Is this a single incident or an organized attack?

· What chronology if any can be determined?

· What is the entry point for the incident?

· What is the potential for damage from the incident?

· What resources are required to address the incident?

· What attacks were used to gain access?
· What systems and data did an intruder access?
· What an intruder did after obtaining access?
· What damage has occurred as a result of the incident?
· What an intruder is currently doing when an intrusion has not been contained or eliminated?
Without any further information, you should assume that once intruders gain access, they are able to obtain any data and access any service or program on the compromised system.  That is, you need to assume the worst case for the purpose of assessing damage.

It is also important to not reboot systems in a hasty effort to contain the systems.  A reboot can alert intruder and scare them off and hinder further investigation efforts.  That decision will come later.  The important point at this stage is to gather info first and analyze it later.

Information can be gathered from a variety of sources.  Below is a list of some of the sources of good information that could speed up the information gathering process.

· Network sniffers

· Intrusion detection and analysis tools

· Logs generated by firewalls, network monitors, routers, and computers.

· Network management systems

It is critical to capture and record system information that may be lost or not captured during the information gathering procedure.  This includes:

· all current network connections

· all current processes

· active users currently logged on

· all open files (files may be deleted if a process exits when the network is disconnected)

· any other volatile data that would be lost such as memory or cache

During the information gathering effort it is important to keep an eye out for the following:

· “Hacker” tools

· Renamed files

· Covert channel data hiding

· Slack space

· Deleted files, “BAD” sectors

· Unknown IP addresses

· Scheduled data transfers

· String searches

· Unknown encrypted files

· Search backup media

· Examine boot ROMs & BIOS

· Verify the absence of hardware and software destructive devices / programs

· Configuration of software / OS

· Unknown processes running on ports (netstat –an) – in listening mode

· Unknown exported file systems (showmount –a)

· SUID files

· Special devices and named pipes

· Symlinks to unknown files

Once again, this is not an exhaustive list of items to watch out for but a list of examples.  Eventually a list of data that is acceptable to collect without potentially alerting an intruder to the detection will be developed and listed as part of a security guideline.

It is also important to validate that the software being used on the systems is the same as the original binary images.  It is possible to compare the cryptographic checksums of known, trusted files to those on the compromised machine.  There are many tools that can check the “hash” of computer/system files and compare these values to validate the software is correct.

It is often helpful to search on other systems for signs of intrusion.  An intrusion might leverage many systems all with a similar characteristic.  “Similar” can have various meanings depending on your operational environment, including:

· systems that are in the same IP address range or are on the same network segment.  Intruders perform scans across large ranges of IP addresses to locate security vulnerabilities.

· systems that are in the same “trusted” domain or zone of control.  These systems provide access to users from other systems within the same domain without further authentication.

· systems that have at least one network service in common.  Intruders often check for

· well-known services such as DNS (Domain Name System), FTP (File Transfer Protocol),

· HTTP (Hyper-Text Transfer Protocol), and SMTP (Simple Mail Transfer Protocol).

· systems that have the same operating system brand/type.

It is necessary to keep track of effort expended during the information gathering process.  This can be added to the total loss numbers.  Every amount of cost to the organization as a result of the security problem will need to be accounted for.  It is also much easier to keep track of this record keeping during the activities that try to estimate it after the response is complete.

Thresholds for an Investigation:

Based on the information gathered thus far in the investigation the severity of the situation should be established.  This severity can be checked against some common thresholds for determining how much more resources should be used to investigate and correct the security problems.

As a general rule, company’s security team doesn’t feel that counting “script kiddie” type attacks should be ranked very high.  Especially if these attacks are being blocked by the protection mechanisms in place there is no need to dedicate large amounts of resources to investigating these attacks further.  Attacks such as generic port scans of systems and networks are examples of “script kiddie” attacks.  They are not very sophisticated and should not do much damage or yield much information if the protection mechanisms have been properly implemented.

However, these types of benign attacks should be archived and stored into a centralized logging database for further correlation.  This information could then be used to look for larger trends.  It could be beneficial to tally and create a numeric severity for repeated scans that share some commonality.

Any strange or unexplained configuration or behavior of the systems should be investigated fully.  The investigation should continue until the event is explained and can be replicated.  Other events that are persistent and can be observed over an extended time period should also be investigated.  These could be coordinated attacks that are evolving in a slow and methodical way.

Regardless, any attack that has created obvious signs of damage should be investigated fully.  In addition, any event that caused system unavailability for even the smallest duration should be check into and the findings should be fully reported.

Rules of Evidence:

In the course of the investigation and information gathering activities the information being collected should be regarded as evidence.  The information being gathered could be used as evidence in a court of law as part of a prosecution effort.  Even though at this stage of the investigation that determination has not been made yet.  It is important to not gather information in such a way as to make it inadmissible as evidence.  To ensure that evidence will be acceptable to the legal community, its collection should be done following predefined procedures in accordance with all laws and legal regulations.

One thing that should be done when collecting evidence is to identify a “record keeper”.  This person will be responsible for maintaining a logbook of all evidence collection activities.  This person will generate the investigative report that details the “Who, What, Where, Why, and How” of the investigation.  This logbook will contain everything from scene examination to data recovery and be a factual compilation of events.  It is important to keep track of the incident chronology and all other relevant documents related to the investigation.

One of the reasons why a “record keeper” is necessary is because to ensure that the evidence is preserved in a pristine state there needs to be a verifiable chain of custody of the evidence.  By having a single person fill this role there is verifiable documentation that indicates the sequence of individuals that have handled a piece of evidence and the sequence of locations where that evidence has been stored, including dates and times.  For a proven chain of custody to occur, the evidence should be accounted for at all times.  Since the passage of evidence from one party to the next must be fully documented having a single person cuts down on the workload.

Here is a large list of items of information to collect and document that could be used as evidence:

Labeling and identify all the computer/network elements

How the evidence was discovered

Authentication of file system

Survey the crime scene

Record the layout and position of each item

Videotape, still photography - open the computer and photograph

Electronic documentation (ex: Visio,etc)

What is attached (Connection topology)

Evidence on the screen

Video capture via an NTSC adapter and camcorder

Identify disk drives - internal / external - scsi/IDE, address, cylinders, sectors, head, other info

Identify and seize all backup tapes, floppies, CD media, printouts

Collect data in peripheral device memory buffers

Phones

Answering machines, voice mail

Electronic watches

PDA’s, Day Timer’s

Fax machines, copiers

Printers and printer ribbons (check the trash)

Protect the Evidence from further damage

It is beneficial for this team to use their CD-R CDROM burner systems.  This type of a CDROM drive can be used to create tamper-proof archives of information.

During the investigation and collection of all this information the company security team should also recognize the limits of gathering evidence.  There are limits where privacy issues impact the information gathering progress.  It is important to obtain the necessary warrants when doing a search.  For a criminal investigation a search warrant is required and for a civil investigation a writ of possession is required.

Backup Data:

As part of the evidence collection it may be required to make a backup of a computer’s hard disk contents for forensic purposes.  This must be a full binary image of the entire disk surface, not just the files and directories.  This should include slack space, unallocated space, and even deleted files.  There must also be a mechanism to prove the validity of the copy.  This can be done with hashes for each directory, file, and disk sector provide proof that evidence was unchanged.  It should be noted that cryptographic hash functions such as MD5 (128 bit) and SHA (160 bit) are now preferred over CRC checksums.

Care should be taken when making the backup so as not to disturb the original contents during backup.  Accessing a file to generate hash functions will change the access time of the file on disk.  Write protecting the original media is a good idea, but not always possible.  In addition, it is important to analyze a replica of a compromised resource, not the original, whenever possible, to avoid inadvertently tampering with the evidence.  Therefore, multiple copies need to be made to validate the authenticity of the information.  In fact it is recommended that 4 backup copies of the original media be made.

· Original and Copy 1 remain as Evidence, sealed

· Copy 2 for forensic analysis

· Copy 3 for forensic authentication

· Copy 4 may be returned to the Victim

After the backup is made the backup logs should be checked to make sure there were no errors during backup.

The relevant information must then be securely stored off-line until such time as the chief legal counsel determines that company will no longer need the information. The information to be immediately collected includes the current system states, as well as back-up copies of all potentially involved files.

Communication and Escalation:

When a significant security problem is discovered and investigated it is important to inform other organizations within company about the issues.  This section of the document details who should be involved in escalating security breaches to and how to go about interacting with those groups.  Obviously the communication and escalation are based on the severity of the security event/problem.  In the previous section in investigations the minimum thresholds are outlined for further investigation and escalation.

When communications take place relating to these highly sensitive and confidential security problems it is important to know that an intruder could intercept the messages.  It is important to use secure communication mechanisms when communicating or escalating security related information.  The use of encryption for e-mail messages will help prevent interception of messages sent in the clear in addition to helping authenticate who sent the messages.

During the course of an investigation it would be beneficial for the company security team to maintain detailed contact logs.  These logs should document all information in a notebook that addresses the questions who, what, where, when, why, and how.  These journals should include:

· names of system, IP addresses

· date/time of each entry

· what actions were taken

· what was said

· who was notified

· who had access

· what data was collected

· what information was disseminated, to whom, by whom, when, and for what purpose

· what was submitted to legal counsel, to whom, by whom, and how it was verified (e.g., notarized)

It is important to realize that these notes may be subject to subpoena in any legal proceeding, so document responsibly.  Make sure to use a separate notebook for each intrusion so if it is subpoenaed, it does not contain information about other intrusions.  Keep an accurate, detailed log of all contacts made and of the information exchanged.

Company CIRT:

One of the first organizations within company to be escalated to for security related issues is the company Computer Incident Response Team (CIRT).  This is a group of security practitioners within company who have considerable experience in the field of security investigations and computer crime forensics.  The 4 members of this company Corporate Security group are grade 5 or better.

This group will assist in the investigation, analysis, and follow up on significant security related incidents.  This group will help to pull together a “Decision Team” to help make decisions for the entire organization.  This “Decision Team” has representation from company management and others who have the power to make decisions about a significant security threat and help bring to bear great resources to help identify and correct computing security issues.

Company Management:

Another critical group in helping to make decisions and gathering resources for a security investigation effort is the company management.  This group should be kept informed about all significant security procedures relating to the entire security lifecycle.  Everything from approving security audits to deciding about containment strategies for security intrusions can be assisted by this group of company management.  This management team will need to approve and help make decisions about:

· whether or not to close the breach and continue doing business

· whether or not to continue to gather data on an intruder's activities (including protecting evidence associated with these activities)

· what quantity and type of information you should communicate

· who the security team needs to inform

Company Legal Department:

The company Legal Counsel is a critical partner in investigating and building cases related to computer and network security issues.  The company Legal department will be able to offer assistance in the following areas:

Work with District Attorney on deciding when to prosecute and what should be done to prosecute an intruder

Deter Future Crime

Recover a Loss

Weather to pursue criminal or civil penalties
Protect Public Image

Due Diligence

Corporate Responsibility

Determine case priority based on degree of damage

Determine which laws were broken if any

Keeping current on computer security legislature

Determine procedures that should be included to protect privacy

Define procedures that should be included to ensure the admissibility of evidence

Decide when to report an intrusion to local, state, or national law enforcement agencies, or regulatory agency

Develop case for prosecution and creating crime reports

Dealing with data disclosure and evidence preservation issues (reliability and relevance)

Helping prepare search warrant affidavits

Handling “discovery” issues and possible disclosure of proprietary information

Avoiding production company systems being held as evidence

Help identify experts for testimony and explanation during trial

The company security team that would be conducting an investigation needs to work closely with the company legal department to ensure that evidence is being gathered, archived, and secured in the proper ways.  The Legal department can assist with some aspects of the investigation and the forensic aspects of preparing a legal case.

Company Information Technology

The networking and security contacts at company Information Technology (IT) group need to be made aware of security issues and investigations relating to the egress point between company and the other network.  Because these two networks are connected through some security mechanisms it is important to work in partnership with these groups to solve complicated security problems.

Often times when dealing with network security intrusions it is important to inform both the upstream and downstream sites of attacks and intrusions need to communicate.  In this way more data can be gathered about the attack and great understanding about the methods the “hackers” are using can be gained.  That is why security related incidents should be communicated and escalated with this group.

Company Marketing/Public Relations:

The company marketing and public relations department will also need to get involved in security related incidents that effect the subscribers of the service.  If network security problems are so severe that the general public needs to be made aware of them then the public relations group needs to make those decisions.

There may also be a need to send out announcement to all the subscribers of alerting them to the security issues.  These groups will help inform the company customer service center on how to handle subscriber calls.

Company Human Resources:

In the event that the security incident involves an employee intruder or attacker then the company human resources group needs to be informed.  The company management team will be involved in the communications and escalations of these types of security events.

Company Insurance/Claims:

In case of a severe security breach that has caused extensive downtime or a significant loss of some sort then the company insurance and Claims groups will need to be involved.  These groups will be able to determine if these steps are necessary and how to go about filing an insurance claim for these types of catastrophic network security events.

When assessing the costs associated a security audit that the costs don’t get exaggerated.  It is not realistic to add in the cost of a new network security system to protect against future attacks in the cost of a previous intrusion.  Only direct damages resulting from a security breach can be claimed.

Vendors:

In addition to these company internal organizations it may be necessary to involve the vendors of the equipment itself that is involved in the computing security problems.  These vendors will need to be made aware of weaknesses in their software and systems that permitted an intruder to invade the company systems.  Often times these vendors can provide technical resources to help with the investigations.

After the investigation is over and the details of the security incident are known these vendors may provide upgrades or patches to their software and systems to improve the security protection mechanisms within their systems.

Make Decisions and Take Action:

At this point in the response to a security problem or event it is necessary to make a decision.  Once you have enough facts and the proper people have been notified certain decisions must be made.  At this point there should be a good idea of what has happened and what the source and cause of the problem was.  The technical analysis should be fairly complete and a determination can be made whether a criminal act took place or some other system fault took place.  The investigation should have also established the extent of the potential damage of the security event.  A decision needs to be made on whether company should:

· turn off/disconnect the effected systems from the network to gain further control.

· proceed with containment/isolation of the compromised systems.

· perform a contingency lockdown.

· assess damage and move on.

· proceed with further internal/external investigations at the risk of more intrusions/losses.

· start restoring the system to its original state after eradicating the problem.

· apply an emergency patch or correction to stem the problem.

· proceed as normally because the intrusion is already over.

· change password to limit further exposure.

Containment consists of short-term, tactical actions whose purpose is to stop an intruder’s access to compromised systems, limit the extent of an intrusion, and prevent an intruder from causing further damage.  While an intruder still has access, you cannot ensure that you will successfully eliminate such access and be able to return your systems to normal operation.  The company should stop intruder access by taking containment actions.  Containment also prevents an intruder from using the company systems to attack other systems, protecting company from liability as a result of damage claims by other organizations.

In order for the company security team to be able to make this decision it needs input from the different groups that have been communicated with and escalated to.  To assist in making these types of “triage” decisions it is important to keep in mind these possible security goals:

· Assure the integrity of critical systems.

· Maintain and restore data.

· Maintain and restore service.

· Avoid escalation and further incidents.

· Avoid negative publicity.

These goals must be prioritized to form company’s response.  Data is considered more important than hardware, application programs, or operating systems.  These can all be recovered.  Any steps taken in response to a security incident will be prioritized using the following guidelines:

· Protection of human life and peoples safety.

· Protection of sensitive, or confidential data.

· Protection of other data.

· Prevent damage to systems.

· Minimize disruption to information resources.

With these things in mind a decision should be reached and documented in the reports on this particular security related response.  Once this decision has been made it is then time to act upon this decision.  The plans that have resulted from the decision need to be carried out.

Restoration and Improvements:

After the investigation has been mostly completed it will be time to start with the restoration process.  This process involves restoring the compromised systems to their original state after incident.  Many may think that this is as simple as removing any means for intruder access including changes made by an intruder.  However, it is not as simple as that.  It many cases it may be better to rebuild the system from scratch after erasing all other stored data and configurations.

This involves using original install media for system to restore all executable programs (including application services), sources, and binary files.  After this restoration is performed it is advisable to validate the checksums of the system to ensure them to be correct.  In addition to just re-installing the system patches must be applied to bring the system up to date.  If not, then company would be likely to repeat the same mistakes that resulted in the original security issue.  During the restore process the company should change all passwords on all systems to which the attacker may have had access.  After the system is restored the system administrator should make a backup of the system.

If one system was compromised, then it is conceivable that other system like it have also been breached.  Like systems may have like vulnerabilities and all these like systems need to be restored and hardened against future attacks.  Also, systems with the same password that allows access into multiple systems need to have all the passwords changed on them.  No similar passwords can exist after the restoration because the assumption is that the intruder has the passwords and they are insufficient at protecting the systems.
When the systems are being rebuilt stronger protection mechanisms should be put in place as a result of the investigation and the determination of how the security problems happened in the first place.  After any security incident a post-mortem (follow-up) must be performed.  A post-mortem will allow the company to develop a set of lessons learned, improve future performance, and inform management of the steps taken during the incident.  Additionally, the company will have the opportunity to organize any documentation that may be necessary should legal action be required.  A company security team member will coordinate aspects of the post-mortem, after each incident.  This analysis should investigate the incident with the intention of improving the process. 

Improvements should not only be made to the network systems and computers themselves, but to the processes used during this security incident response.  These procedures should be improved and optimized as a result of the learning that took place.  The company ’s security team should then revise their security plans, policies, procedures, and user and administrator training to prevent intrusion recurrence.
The analysis should also provide a chronology of events and all information gathered during the incident should be documented.  A monetary estimate of the damage should be determined for all information resources affected by the incident.  These may be required for any prosecution that takes place because of the incident.

The company ’s security team should review all system configurations once the restoration is complete.  The security team will determine whether or not to perform a new risk analysis based on the severity and impact of an intrusion.  In addition, another audit of the restored system might be required and based on the results the protection mechanisms that limit the exposure of networks and systems should be updated.  Improvements to the detection mechanisms to enable better reporting of attacks should also be made.  It is also conceivable that another audit of the affected network elements take place.

Reporting:

The security teams within company will create reports in automated and manual ways to document the security within the organization.  These documents should be shared with the appropriate internal personnel who have a “need-to-know”.  This document has already described several reports that are created as part of audits or investigations of attacks.  There are also automated reports that are produced on a recurring basis.  These reports may be results of logging analysis or other correlation activities.  These automated reports could also be intrusion detection alarms/alerts.

There are several things that are common among all of these different types of reports.  Below is a list of the common standards for handling these security reports.

· Physical security of reports

· Use of encryption if stored online

· Confidential markings

· Limited distribution to internal company personnel who have a “need-to-know”

· Printing out the report with numbered/signed copies

· Archived for future use

It might also be a wise decision for the company to procure a document management system for the storage of sensitive security information.

In some cases it might be warranted to limit the number of online copies of some data.  For example if company only allows 2 copies of some data on a system and a new copy is made, then one of the first 2 must be deleted.  This method insures that only 2 copies exist at any one time.  The same may be true for the security reports being created by the company security team.

The reporting frequency will be determined for each report and its intended audience.  This will depend on the type of report and the confidentiality of its contents.  It is also important to send security reports to those company personnel who have a “need to know”.  Wide dissemination of these types of reports is not prudent.

Appendix A – Security Awareness Audit Form:

Security Awareness Audit Form

Date/Time of Audit : ________________                      AUDIT #: ___________

Person Performing Interview/Audit:

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Person Being Interviewed/Audited:

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Audit/review the security policy

Refer to company and company security policies

Questions: 

Have you seen or read the security policy? Yes/No

If so, where did you find it?

________________________________________________________________________________________________________________________________________________________________________

What can/can't you do with the systems? 

________________________________________________________________________________________________________________________________________________________________________

Could you get root or sysadmin privileges?  Who looks at the logs and how often is this done?

________________________________________________________________________________________________________________________________________________________________________

How responsive is the staff to security requests, such as changing access, resetting passwords, etc. ?

________________________________________________________________________________________________________________________________________________________________________

What are the systems you use on a regular basis used for?  What OSs do they run?

________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________

Backups:  do they happen?  how often?  procedures?  off-site storage? 

________________________________________________________________________________________________________________________________________________________________________

What are the critical systems? Are they at risk? 

________________________________________________________________________________________________________________________________________________________________________

How do they view the security audit? 

________________________________________________________________________________________________________________________________________________________________________

How do they authenticate who they are talking to on the phone? 

________________________________________________________________________________________________________________________________________________________________________

Are they aware of what “social engineering” is? 

________________________________________________________________________________________________________________________________________________________________________

Do they know where the sensitive document disposal (shredder) is?  Yes/No

How often and when do you use it?

________________________________________________________________________________________________________________________________________________________________________

Review documentation the interviewee has 

________________________________________________________________________________________________________________________________________________________________________

Hardware and software inventory, if they have one 

________________________________________________________________________________________________________________________________________________________________________

Network topology maps and verify that they are current 

________________________________________________________________________________________________________________________________________________________________________

List of key personnel 

________________________________________________________________________________________________________________________________________________________________________

List of emergency numbers 

________________________________________________________________________________________________________________________________________________________________________

Incident logs 

________________________________________________________________________________________________________________________________________________________________________

Appendix B – Security Audit Definition Form:

Security Audit Definition Form

Date/Time of Audit Start/End: ________________                      AUDIT #: ___________

Person Initiating Audit:

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Type of Audit to be Performed: 

__ Full



__ Perimeter

__ Firewall/ACL

__ External Host

__ Internet

__ Password

__ Internal Host

__ Network

__ Security Awareness

Zone/Area of Audit:

Address:
____________________________

Building:
____________________________

Room:

____________________________

Network:
____________________________

Hosts:

____________________________

Systems:
____________________________

System Name: ____________________________

System IP: 
____________________________

What tools/utilities will be used in audit?

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Other company organizations that need to be informed about this audit: 

________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________

Additional Information About Audit: 

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Name of person(s) performing audit: 

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Name:  _______________________

UID: _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Signature:  __________________________

Needed: Two Signatures of Authorizing Manager or Director

(Grade X or greater)

From two different functional areas (eg. Engineering & Operations)

Signature:  __________________________

Name: __________________________

Signature:  __________________________

Name: __________________________

Appendix C – Incident Report Form:

INCIDENT IDENTIFICATION

Date of Event: ________________                                  INCIDENT #: ___________

Person Initiating Documentation:

Name:  _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ______________________

Type of Incident: 

__ Denial of Service

__ Espionage

__ Hoax 

__ Malicious Code

__ Probe

__ Unauthorized Access

__ Unauthorized use

Location of Incident:

Address: ____________________________

Building: ____________________________

Room:     ____________________________

Additional Information: 

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

How and when was the Incident Detected?

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Who Detected the Incident: ___________________________________

Signature:  __________________________

Location(s) of affected System(s):

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Date/Time Incident Handlers arrived at Site: _______________________________

Describe affected information systems: (one document will be created per system):

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Hardware Manufacturer:  __________________

Serial Number of CPU:  ____________________

Corporate Property Number if applicable: _________________

Operating System Type/Version: __________________________

Disk Capacity (if known): ____________

Is affected system connected to a network?  Yes/No

System Name: ________________________

System Address: ______________________

Mac Address: ________________________

Is affected system connected to a Modem?  Yes/No    Phone Number: ____________

Describe physical security of location of affected Information System (locks, alarm systems, building access etc.): {note this will be added from internal documentation when completed}

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

____________________________________________________________________________________

Isolate affected systems:

Was the system removed form network?   Yes/No

If NO what was the reason:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

If YES time system(s) were disconnected: __________________

Backup affected system(s):

Was system backup successful for all systems?  Yes/No

If no, explain:

________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Name of person(s) completing backup(s): 

Name:  _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Name:  _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Time Backups Started:  _________________

Time Backups Completed: _______________

Backup tapes sealed?   Yes/No

Backup tapes turned over to: Signature: _______________________

Name:  _______________________

Phone Number: ________________

Fax Number:  __________________

E-Mail:   ________________

Location tapes will be stored:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

Name of all persons performing forensics on affected system(s):

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________________________________

Was the vulnerability identified?  Describe in full:

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________________________________

What was the validation procedure used to ensure problem was eradicated?

____________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________________

________________________________________________________________________________________________________________________________________________________________________
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