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1.0 Introduction

This document details the guidelines for making decisions regarding DMZ architecture designs.  These guidelines are intended for use by a Security Design Review Board (SDRB) to evaluate the security of new designs and insure that they are consistent with the target DMZ architecture.  These guidelines should be considered by those making decisions to permit implementations of equipment and systems into a DMZ architecture.

When these guidelines are met, a design is approved to proceed through to implementation.  The group championing the design will then take the implementation plans up in front of a change control approval board.  The guidelines in this document are intended to feed into these existing processes.

Below are a list of these review boards and what their focus is.

Technology:

Enterprise Network Technology Advisory Group (ENTAG):

This organization is a high-level technology review board.  This group evaluates technologies for their use with the other Information Technology (IT) systems the corporation already has in place.  This group considers architecture and the strategic aspects of IT.

Design/Architecture:


External Architecture Design Review Board (EADRB):

This group approved designs that are related to the external/DMZs.  This is a change board for new projects that are intending to move/add/change systems touching external connectivity to the whole company.  Their focus includes the operational evaluation of new systems and how they affect the security perimeter of the corporation.


Internal Architecture Design Review Board (IADRB):

This group performs the same function as the EADRB, but is focused on the internal IT systems of the company.


Security Design Review Board (SDRB):

This organization is a design review board that is focused on security-related projects and designs.  This group will evaluate the security of new designs and make sure all new systems meet the security guidelines detailed in this document.

Implementation:


Change Control/Approval Board:

This group approves any implementation moves/adds/changes that will take place on any IT systems internal or external throughout the entire company.

2.0 Security Lifecycle Methodology

This section of the document details the philosophies and approaches that will be used when considering the network and systems security for the company.

The security process is a circular process, embodying perpetuated vigilance and reassessment of the conditions under which it must perform.  Below is a table of the key phases of the security process and a picture that illustrates the state transition diagram for these phases.

	Phase
	Description

	Prediction
	Assessing the paths and vulnerabilities that potential attackers will traverse

	Discovery
	Turning the predictions into known facts about the network through auditing

	Prevention
	Removing or limiting vulnerabilities and placing safeguards around these

	Detection
	Monitoring and analysis for undesirable events

	Response
	Contingencies, policies, and procedures for reacting to an incident in progress

	Recovery
	Proper procedures for recovery and retrieval after a security incident
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This lifecycle exists both at a macro level and a micro level.  At the macro level, currently the company is in the Prediction and Detection stages of their security deployment.  While at the micro level the network security personnel within the company will go through this lifecycle several times each day.

There are many philosophies of security.  Here are some of the assumptions that are made by successful network security practitioners.

Always assume that the enemy is better equipped, has more time, and is smarter that you are.

If one assumes that they are smarter or more creative than their attacker, one is setting themselves up for failure.  An attacker is more likely to take apart lock versus a brute force attack of making lots of keys and trying them all one by one.

Assume that the network audit systems won’t detect a crafty intruder.

Attackers with lots of time can sneak attacks “under the radar” by slowly and methodically discovering and taking the systems apart.

Assume all traffic has been sniffed.

It is very easy to intercept network traffic so if one follows this rule and uses encryption, they have little to worry about.

Assume all pieces of software have at least one undocumented vulnerability that the attacker knows.

If the security professional has properly created small zones of control then they have minimized and limited the extent of an attack.

Assume every system will be compromised.

If one starts with this assumption, then one can work on minimizing the downed systems effect and not “put all their eggs in one basket”.

Assume all authentication systems can be bypassed.

It is prudent to create a plan for adequate fail-over of all systems.

There are many other security practices that are beneficial to follow.  Another way of looking at the situation is illustrated in the following table.

	Security Strategies
	Description

	Least privilege
	Only the privileges needed are granted and no more

	Defense in depth
	Use multiple security mechanisms that back up each other

	Choke point
	Define a narrow channel you can monitor and control

	Weakest link
	Chain is only as strong as its weakest link

	Fail-safe stance
	Should fail in such a way that it denies access to an attacker

	Universal participation
	All must participate in the security strategy

	Diversity of defense
	Get additional security from using a number of different types of systems

	Simplicity
	Don’t make it more complicated than it needs to be

	Security through obscurity
	No excuse for a lack of security


It is easy to make a very strong security system and essentially block out even the legitimate users of a system.  You can make a system so impenetrable that not even the management systems can monitor it or maintain it.  It must be mentioned that security systems should be balanced against functionality and manageability.

There are several system and network design practices that are important to use in designing a secure environment.  These principles are: 

1. Principle of Least Privilege - a user or system should be provided with the minimum set of access privileges required to work effectively and efficiently. 

2. Open Design - the system or network should be designed so that if a component is changed in one system the security level does not change and does not impact communications with other systems across networks. 

3. Failure Operations - the systems should be designed so that if components or software fails, the security safeguards are not compromised.  Further, if remote restart is used the system should return to the proper secure configuration and not to a vendor-supplied default configuration. 

4. Keep the design simple - Simpler designs are easiest to install and maintain and that includes the security components of a design. 

5. Efficient, easy-to-use user interface - If the security safeguards place a burden upon the users, the users will try to circumvent the security safeguards.  

6. Consistent security safeguards - the security safeguards must be consistent during times of full operation, degraded operations, and failure. 

If the company implements their security systems with the above-mentioned ideas, then the systems will be strong enough to repel or discourage most attackers.

3.0 DMZ Design Review Guidelines

This is the main section of this document that details the guidelines that will assist a Security Design Review Board (SDRB).  These guidelines will assist in making sound decisions when considering the security of moves/adds/changes to designs and make sure they are consistent with the DMZ architecture.

3.1 Definitions

The term “Intranet” is used to refer to all interior networks that are physically controlled by the company and populated either by the company employees and servers, or authorized employees or servers belonging to contractors.  Although the company Intranet is distributed across multiple sites, these sites are physically secure, making it relatively easy to maintain network security.

The term “extranet” refers to connectivity between the company Intranet and systems that are located outside of the company’s facilities.  This includes services such as employee remote access, E-Banking, and third party connectivity, and the demand for such services is constantly growing.  Because the “external” systems are not under the direct control of the company , a variety of sophisticated security policies, technologies, and processes are necessary to provide both safe and efficient extranet access.  This chapter introduces the components used to build a secure Internet infrastructure, followed by a description of the company ’s Standard Access Infrastructure and the relevant policies.

	Internal networkxe "network:internal"
	Network where there is a unique accountability for all networkxe "network:internal" and security managementxe "security:management". The responsible organization has to be part of a company business unit.

	External networkxe "network:external"
	Any networkxe "network:internal" from the view of a particular internal networkxe "network:internal".

	Trusted external networkxe "network:external:trusted"
	External networkxe "network:internal" that shares the same security levelxe "security:level" (i.e. guaranteed by a mutual set of directives or a signed contract, which forces the business partner to apply the same security principlesxe "security:principles") with an internal networkxe "network:internal". From the view of a particular internal networkxe "network:internal" any other internal networkxe "network:internal" is considered as a trusted external networkxe "network:internal".

	Untrusted external networkxe "network:external:untrusted"
	External networkxe "network:internal" that shares an undefined relationship with a particular internal networkxe "network:internal" regarding security guaranteesxe "security:guarantees".

	Anonymous relationxe "relation:anonymous"
	Non-authenticated connectionxe "connection:non-authenticated" from an untrusted external networkxe "network:internal".

	Untrusted relationxe "relation:untrusted"
	Authenticated connectionxe "connection:authenticated" from an untrusted external networkxe "network:internal".

	Trusted relationxe "relation:trusted"
	Authenticated connectionxe "connection:authenticated" from a trusted external networkxe "network:internal".

	Firewall systemxe "firewall system"
	A set of components, which protects a networkxe "network:internal" against malicious attacks from external networks. As a rule it consists of routing facilities and one or more application gatewaysxe "gateway".

	Demilitarised zone (DMZ)xe "demilitarised zone (DMZ)"
	Part of the firewallxe "firewall" system. A separate networkxe "network:internal" shielded from both the internal and the external networkxe "network:internal".

	Untrusted relations firewallxe "firewall" systemxe "firewall system:untrusted relations"
	Firewall system on the boundary to an untrusted external networkxe "network:internal".

	Trusted relations firewallxe "firewall" systemxe "firewall system:trusted relations"
	Firewall system on the boundary to a trusted external networkxe "network:internal".

	Virtual private networkxe "network:internal" (VPN)xe "virtual private network (VPN)"
	A virtual subnetwork where some controlsxe "controls" ensure confidentiality and that only the networkxe "network:internal" nodes within the VPNxe "node:within VPN" can communicate with each other.

	Secure communication channelxe "communication:secure channel"
	Connectionxe "connection:between client and server" between client and serverxe "server", which is secured according to standardized communication security specificationsxe "communication:security specifications"

xe "security:specifications" (e.g. SSL).

	Enforced pathxe "enforced path"
	Controlled route from the user terminalxe "user:terminal" to the computer service.

	Trust levelxe "trust level"
	Defined, agreed and documented level of security guaranteesxe "security:guarantees".

	Strong authenticationxe "authentication:strong" process
	Authentication procedure, which includes some kind of key holding token in addition to a personal identification number and a password.

	Entry serverxe "server:entry server"
	A highly secure application level proxy gatewayxe "gateway:proxy" in the DMZxe "demilitarised zone (DMZ)", which performs some added security functionsxe "security:functions" (e.g. authentication and session control).


3.2 Controlled Path and Facilities

Consideration should be given by the SDRB to security designs and the path the data is flowing.  Some assurance is given to the security of the system if the company controls the entire end-to-end path of the data.  That is if the company controls the facilities, buildings, the WAN circuits, the network elements, and the end hosts, then there is confidence that they control all systems and the systems all fall under the corporate security guidelines.  It is only when these company IT facilities interface with an external organization does extra care need to be given to the security.

Another point to consider is where the connections originate and terminate.  There is an important distinction made between connections that originating from inside the company and go external versus connections that originate externally.

A connection is permitted if it originated from within the company and goes externally to the Internet and adheres to the security policies of the corporation.

If a connection originates externally and terminates on a company facility then security measures should be in place to enforce the corporate security policy.

3.3 Network Trust Relationships

Each of the different types of company networks has a different level of “trust”.  For example, the trust of the Internet is far different than the trust level of the company intranet.  Therefore, at each of these trust boundaries there must be sufficient security protection mechanisms to ensure that the security policies are enforced.  These boundaries are sometimes referred to as “zones of control”

Because the company has a business need to communicate between these different networks we must allow trust relationships to form between these networks.  In order to prevent these trust relationships from being exploited the SDRB must make sure that the security architecture is appropriate for the threats that exist.

Trusted networks are networks that share an agreed upon set of common security services. Untrusted networks are those that do not implement such sets of common security controls, or where the level of security is unknown or unpredictable. Virtual Private Networks allow a trusted network to communicate with another trusted network over untrusted networks such as the Internet. This section defines the company’s guidelines in the event that business needs force temporary connections with business partners or remote sites that involve the use of untrusted networks.

All connections from the company network to external networks must be approved by the SDRB.

All connections to approved external networks must pass through company approved firewalls. 

All connections and accounts related to external network connections should be periodically reviewed, and shall be deleted as soon as they are no longer required.  The reviews should be no longer than 6 months apart.

Any connection between firewalls over public networks shall use encrypted VPNs to ensure the privacy and integrity of the data passing over the public network.

All VPN connections shall be approved by the SDRB.

Appropriate means for distributing and maintaining encryption keys shall be established prior to operational use of VPNs.

3.4 DMZ Policy

The company has connected the internal private LAN to the Internet so that users can have convenient access to Internet services.  Since the Internet is an untrusted network, this connectivity places our private systems at risk to misuse and attack.  A firewall is a safeguard used to control access between a trusted network and a less trusted one.  Therefore, the company used a firewall to separate these networks of different trust levels.

The firewall is configured to deny all services not expressly permitted and is regularly audited and monitored to detect intrusions or misuse.

All users who require access to Internet services must do so by using company approved software and Internet gateways.

Users must not circumvent the firewall by using modems or network tunneling software to connect to the Internet. If outsiders or remote users can access the internal networks without going through the firewall, its effectiveness is diluted.
Some protocols have been blocked or redirected. If you have a business need for a particular protocol, you must raise the issue with your manager and the company Network Services Manager. The Network Services Manager has the authority to permit firewall access to new services, but must mitigate the risk associated with permitting all Internet services.

The firewall shall block all protocol types that are known to present security threats to the firewalls connected networks.

3.5 Secure Internet Services

Because network security can’t replace data security we must make sure that the data being exchanged between company systems, the DMZs, and the Internet is secured.  Therefore it is useful to create a list of network services/applications that are permitted to exist and document those that are forbidden from running on the DMZ.

It is a good idea to create a set of common applications that are permitted to run on DMZs.  This will help to create a simpler design that is more manageable and be more deterministic.  If the company can fit their solutions under a smaller set of common applications and move toward that model the overall security of the DMZs will improve.  Furthermore, by using firewalls that support object oriented configuration it makes management of the rule-bases simpler.  However, the company has standardized on the Cisco PIX firewalls and they don’t support this style of configuration.  Cisco Policy Manager should be used to help manage the PIX configurations.  It has capabilities to group and comment the rule-base and make the configuration more manageable.

The first priority is to prevent any internal data from appearing within a DMZ that does not belong there.  Likewise, assurance must also be provided so that no unauthorized Intranet data is requested from the DMZ.  Finally, the DMZ configuration also reduces the potential for unauthorized internal access or modifications to systems.

All DMZ firewalls must be configured to disallow all connections, other than those that are specifically required.

Here is a list of applications that aren’t suitable in a DMZ.  These services are normally blocked.

· Finger displays information about a user on a specific system running the finger service

· rlogin, rexec, and rsh ports 513, 512, and 514 can allow unauthorized access to hosts if improperly configured. 

· X Window, OpenWindows, ports 6000+ and port 2000 can allow intruders to see all keyboard and screen traffic and even capture control.  As described above, configuring a firewall to allow the X11 protocol can potentially allow an unauthorized connection, so no direct use of X11 is allowed.  It is possible to configure SSH to support X11 traffic.  If SSH (or any other authenticated protocol) is used to administer DMZ systems, those administrators may optionally use that same protocol as a tunnel for X11.

· Remote Procedure Call (RPC), port 111, services including NIS and NFS can be used to capture passwords and to read and write to files. 

· Tftp, port 69 can be used to read files if the system is incorrectly configured 

Interactive Protocols: Telnet, FTP, SSH, SCP

Unfortunately, “interactive” protocols (telnet, etc.) cannot be completely prohibited because servers must be administered.  Whenever possible, administrative connectivity should be strongly authenticated (the use of SSH and SCP is strongly recommended). 

· Administrative access protocol access must only be allowed from the designated administrative networks.  

· Firewalls must be configured to prevent the initialization of administrative protocols from inside the DMZ.

Management Protocols: SNMP, system backup

Non-interactive management protocols must be controlled in a similar fashion:

· SNMP is only allowed between the DMZ and the administration network containing management workstations.  

· Only incoming SNMP queries are allowed

· The protocol used for system backups is only allowed between the DMZ and the network exclusively used for system backup.

Application Protocols: HTTP, HTTPS, IIOP, SQL-Net

Several different protocols are suitable for data communication between tier processors.

HTTP and HTTPS are used between the browser and the entry server, so it is not normally used between DMZs or between the DMZ and Intranet.   IIOP is used to support CORBA and can be used in conjunction with SSL to provide security services.  

· Only the specific protocols that are needed should be allowed. 

· Different application protocols must be used on each side of a DMZ (to prevent attackers from using a DMZ as a gateway)

· Proprietary protocols must be evaluated and approved before use.

Below is a list of other services that are less dangerous but may be restricted for other reasons as follows.

NNTP, port 119, for Internet Network News 

(The following standards for NNTPxe "protocols:NNTP" are only applicable to untrusted relations firewall systemsxe "firewall system:untrusted relations").

· Propagation of NNTP through the firewallxe "firewall" systems must be prevented.

· NNTP serversxe "server:NNTP server", where installed, must be placed within the DMZxe "demilitarised zone (DMZ)".

· The list of included newsgroupsxe "newsgroups" must be documented and approved by the corporation’s security compliance officerxe "compliance officer".

· Access to the NewsServerxe "access:to NewsServer"

xe "server:NewsServer" must be in harmony with the regulations defined in the company Internet Security Policyxe "BU Internet Security Policy".

FTP, ports 20 and 21 must be restricted to certain hosts 

(The following standards for FTPxe "protocols:FTP" are only applicable to untrusted relations firewall systemsxe "firewall system:untrusted relations").

· Incoming file transfersxe "file transfer:incoming" should be treated as external connectionsxe "connection:external" and need approval.

· Incoming anonymous file transferxe "file transfer:incoming:anonymous" is not permitted.

· The FTPxe "protocols:FTP" configuration must implement suitable measures for protecting data channels.

· Outgoing file transfersxe "file transfer:outgoing" (to an external serverxe "server:external") are to be handled in accordance with the relevant company Internet Security Policyxe "BU Internet Security Policy".

HTTP, port 80, World Wide Web

Web enabled applications are favourable as a standardized set of permitted applications to run within DMZs.

(The following standards for HTTPxe "protocols:HTTP" are only applicable to untrusted relations firewall systemsxe "firewall system:untrusted relations").

· Port 80xe "port:80" must be blocked against external accessxe "access:external" unless explicitly defined to go through a firewall to a DMZ-hosted web server.

· Alternative ports such as 8080xe "port:8080" must be protected against external accessxe "access:external".

· All HTTPxe "protocols:HTTP" serversxe "server:HTTP server" that can be accessed externally must be in a DMZxe "demilitarised zone (DMZ)".

· Outgoing WWW traffic must be directed via a firewall or proxy serverxe "server:proxy".

· SSL version 3 should be used whenever possible to protect the session between the customer’s Web browser and the Web and extranet application servers with encryption, before user authentication or transport of confidential data begins

The rules of the company Internet Security Policyxe "BU Internet Security Policy" apply when accessing internal objectsxe "access:to internal objects".

TELNET, port 23 is often restricted to certain hosts 

· Telnet must be explicitly permitted in a firewall between hosts.

· Telnet should be disabled on hosts that have external connectivity.

· All systems on the DMZ that need telnet connectivity should use SSH instead.

· If telnet is permitted then administrators cannot log on remotely as “root”.

· When Telnet is accepted all users should have strong passwords.

SMTP, port 25 is usually restricted to e-mail servers 

· The set of destination addressesxe "address:destination" for incoming emails must be limited to registered internal email addressesxe "eMail:internal addresses" (prevention of Mail Relayxe "eMail:Mail Relay").

· Internal host names and IP addressesxe "address:IP" are classified as “internal”. Therefore headers of outgoing emailsxe "eMail:outgoing" must not contain any names or addresses (e.g. Mail Drop Addressesxe "eMail:Mail Drop Addresses") other than the official Internet Addressxe "eMail:Internet Address" of the sender. This applies also to error messages sent back to an external sender.

· The message transfer agent must be secure (e.g. send mail with latest security modificationsxe "security:modifications").

· Externally accessed systems running sendmail should have the latest patches applied and a current release of the sendmail software.

· Sendmail processes should also be chrooted so they don’t run as the root user.

Routing protocols: RIP, IGRP, EIGRP, OSPF, BGP

· Routing protocols should not be run on hosts within the DMZ or elsewhere in the company architecture.

· RIP, port 520 may be restricted because it can be spoofed to redirect routing 

· Where routing protocols are required then a routing protocol that supports route authentication should be enabled.  MD5 route authentication is preferred.

DNS, port 53, can also be spoofed to obtain names and IP addresses of hosts 

(The following DNSxe "DNS" standards are only applicable to untrusted relations firewall systemsxe "firewall system:untrusted relations").

· Internal host names and IP addressesxe "address:IP" are classified as “internal” and must not be visible externally.

· Queries to non-existent host names must be loggedxe "logging" and rejected.

· The external DNSxe "DNS" entries are limited to serversxe "server:external accessible" externally accessible.

· No queries may be forwarded to internal DNSxe "DNS" services from external DNS services.

· The internal DNSxe "DNS" service must not manage external addressesxe "address:external".

· Zone transfers should not be permitted on external DMZ hosts to other Internet DMZ servers.

· DNZ queries (UDP port 53) will be explicitly permitted from the source address to the destination address

UDP protocols are difficult to filter in a stateful way because UDP lacks the connection-oriented state like TCP.  Therefore it is difficult to determine who initiated the connection.

3.6 Authentication

Authentication is used to verify the identity of a user.  Authentication is based on one or more factors:

Something -you-know: The user proves knowledge of a password or PIN.

Something-you-have: The user has possession of a physical device, such as a building access badge.

Something-you-are: The user has a unique physical identifier, such as their voice or a fingerprint.

On its own any authentication factor could be considered insufficient to prove a user’s identity.  When two factors are combined, the authentication is considered to be a stronger form of authentication.

There are two feasible ways for the company to achieve secure authentication for their e-Business infrastructure: Token-based Authentication and SSLv3 Client Digital Certificate Authentication.  These methods should be used when possible to authenticate users who are interacting with services on the DMZ.
3.7 Encryption Technologies

Encryption technologies like IPSec are standardized, mature, and well supported.  These encryption and VPN technologies should be leverages whenever possible to make sure the electronic eavesdropping cannot occur.  To ensure privacy and integrity, encryption technology should be used when any company confidential information travels over an untrusted network such as the Internet.

· When encrypting data, both the lifetime and sensitivity of the data should be considered.

· The longer the lifetime or higher the sensitivity of the data, the stronger the encryption should be.

· When transporting more sensitive data, keys should be rotated more frequently.

· Keep in mind, encryption alone does not provide assurance that data has not been modified. Data should be digitally signed to ensure that the contents are intact.

· Encryption strength degrades over time, as CPU power increases. Key lengths and encryption schemes should be reviewed periodically to assess appropriateness.

The company should standardize on the use of IPSec technologies rather than competing technologies like L2TP or PPTP.  IPSec is an Internet standard rather than a vendor proprietary technology.  It offers authentication for the header as well as encryption for the payload of the packets.  The company should also avoid any IPSec implementations that are actually proprietary.

Client extranet sessions must be encrypted using the Secure Socket Layer Protocol version 3 (SSL v3) to provide an end-to-end encrypted tunnel from the client to the extranet application server.  

All confidential client traffic must be transported using SSL v3 encryption.  Any e-Business application server that is sending SSL traffic must have a server certificate of authority. Encryption should be used to protect confidential client information at all transit points.  

Once a SSL session has started, other protocols (e.g., HTTP, FTP.) can be layered on top of it transparently.  The SSL handshake authenticates the server.  An optional client authentication is available in SSL version 3. When a client requests a secure connection, the server responds by sending its digital certificate, which includes its public key. The client then generates a master symmetric encryption key, which is encrypted with the server’s public key and sent back. The client and server have now agreed on a shared symmetric encryption method in full privacy. For additional security, client side authentication can be activated.  The server sends a challenge to the client, which must then authenticate itself to the server via its digital certificate.

3.8 Documentation

The company must fully document the DMZ architecture and how it is deployed.  It is critical to document the contents of each of the subnets with a different trust level than the corporate intranet.  Hostname, IP, system owner, operations contact, services the system runs, and the firewall rule-sets need to be fully documented.

If a firewall administrator resigns or is otherwise unavailable, an experienced individual must be able to read the documentation and rapidly pick up administrative duties for the firewall.

Appropriate firewall documentation shall be maintained on off-line storage at all times. Such information includes, but is not limited to, the network diagram, IP addresses of all network devices, IP addresses of relevant hosts of the Internet Service Provider (ISP) such as external news servers, routers, and DNS servers, and configuration parameters such as packet filter rules, expressly permitted services, and proxy services. Such documentation shall be updated any time the firewall configuration is changed.

The operational procedures for the firewall and its configurable parameters shall be well documented, updated, and kept in a safe and secure place.

3.9 Revision Control

Full revision control needs to be implemented on all firewalls, Internet routers, and Ethernet switches within the DMZ.  Any time a change takes place it needs to be logged and that current configuration needs to be archived.  If a change was made without proper approval then it must be documented that someone did not follow internal process and procedures.  CiscoWorks provides some of this functionality by TFTPing the configuration back to the server after each configuration change.

3.10 DMZ Host Hardening

The company needs to make sure each application owner has hardened their systems through a periodic audit.  This should not be left up to the server builder who created the system and loaded the OS.  The application owner is ultimately responsible for the welfare of their system and its security.

Here are some guidelines to help ensure that this is being done.  The configuration of the firewall operating systemxe "firewall:operating system" must satisfy the following requirements in addition to the relevant base security standardxe "security:standard" (e.g. UNIX or NT):

· Packet forwarding must be switched off

· Remote access to the hostxe "access:to host" may only be permitted from specific internal hosts and requires strong authenticationxe "authentication:strong"
· Turn off listening ports that aren’t needed on DMZ servers

· Apply all current vendor patches and harden system

· Each administrator must be identified with a personal user IDxe "user:ID"
· All unnecessary services must be switched off

· CIFS/NIS must not be used

· The Berkeley r protocolsxe "protocols:Berkeley r" must be blocked

· NFSxe "protocols:NFS" must not be used

· Neither compilers nor debuggers may be installed

· All changes must be documentedxe "access:to firewall"

xe "firewall:computer"
· It must be ensured that vendor security patchesxe "security:patches" are installed

· Regular basis integrity checks (at least once a day) must be carried out

3.11 Server Type Categories

The company should create categories of server types within the DMZ.  These categories can then be standardized upon and then standards can be created based on the function and architecture of the types of systems.

Here is an example of some types of server categories:

· Web server with static content

· Web server with supporting database (local and remote database)

· Other server supporting another type of service

By standardizing on a set of common server types rule-bases can be created that easily tailored to these systems.  Furthermore, the security of these types of systems can be standardized and controlled with the firewall rule-sets.

3.12 Firewall Configuration Guidelines

Firewall systems consist of the actual firewalls, and the workstations used to maintain them.  The company should adhere to the generalized firewall policy that is listed below.

· The firewall shall be configured to deny all services not expressly permitted.  

· Rule-sets should be configured with maximum granularity of the source/destination IP address, port, and which side initiated the connection

· Firewalls should fail in a “closed” state so that when they fail they do not forward any packets whatsoever

· All firewalls should use stateful inspection
· The details of the company internal trusted network should not be visible from outside the firewall.

· Private nets should be invisible

· No routing between the Internet and Intranet should be capable

· Firewalls will not run any routing protocol on themselves

· Firewalls should also be configured to filter packets originating from incorrect IP addresses as seen by that specific firewall interface.  Anti-spoofing rules will be configured both inbound and outbound on all interfaces.

· Internal addresses cannot be known externally
· Network Address Translation (NAT) will be employed, where practicable.

· All connection attempts that do not meet defined policy must be blocked

· The firewall shall reject any kind of probing or scanning tool that is directed to it so that information being protected is not leaked out by the firewall.

· The operating system error mode must be set in such a manner that packets cannot pass through if the firewall softwarexe "firewall:software" crashes

· The firewall softwarexe "firewall:software" must be started before the interfaces

· Apart from the administrators no user is permitted to access the firewall computer

· Maintaining Security Posture

· Security administrators must subscribe to the bug/vulnerability lists appropriate to the systems they are responsible for

· All updates or reconfigurations recommended by the firewall vendor (or other recognised authority) must be submitted to an evaluation process, and applied immediately when it is determined that the firewall would otherwise be at risk

· All border devices must be under common management

· All multi-homed devices connected to networks at different security levels are considered security devices, and must be under control of the same administrative authority (the most common example of this would be a VPN router installed in parallel to a firewall, see below, VPN Configuration Choices). 

· Operating System Configuration

· No services may be running that are not directly related to the firewall service (i.e., no DNS or sendmail)

· UDP – state timer = 1 minute before the state expires

· The Firewall Configuration Management Process must be used

· Configuration and control of the packet filtersxe "packets:filter" must be undertaken internally and must only be possible from an internal interface.

· All privileged portsxe "port:privileged", with the exception of explicitly required portsxe "port", must be closed.

· All incoming traffic to non-privileged portsxe "port:non-privileged", except for acknowledgement packetsxe "packets:aknowledgement", must be rejected.

· External packetsxe "packets:external" with an internal source IP addressxe "address:internal source IP" must be identified and rejected. An attacker alarm must be triggered.

· Internal packets with an external source addressxe "address:external source" must be identified and rejected. An attacker alarm must be triggered.

· A configuration change must be checked for integrity prior to commissioning using the appropriate tools.

· Events that can be identified as security-relevant must be reported back to the management workstation alerting system.

· The firewall shall be configured to implement transparency for all outbound services. Unless approved by the Network Services Manager, all permitted in-bound services shall be passed first to the perimeter network.

· The firewall shall act as a forwarder of Internet packets, and not as a router. The firewall shall not be configured to route any traffic between the external interface and the internal network interface, since this could bypass security controls. 

· All external to internal connections shall be directed to the perimeter network for connections not established by internal users on outbound connections. 

· When an in-bound Internet service not supported by a proxy is required to pass through the firewall, the firewall administrator shall define the configuration or plug that will allow the required service. If a proxy becomes available from the firewall vendor, the plug must be disabled and the proxy made operative.

3.13 DMZ Administration 

One of the items that the Design Review Board (DRB) groups focus on is the operational aspect of new designs.  Is the proposed design being reviewed supportable and operationally sound?  Systems that are deployed on the DMZs must be able to be maintained.  There is a fine balance between making systems that are too secure and are not easily managed or making the security weak but very easily managed.

The types of traffic that are necessary to manage the systems within the company DMZs are:

Ping/Traceroute:

Ping and traceroute are useful to quickly determine if a host or system is up and operating correctly on the network, however, ICMP can be used in various forms of attacks.

Ping and traceroute should only be permitted where necessary – permit only (echo-request and echo-reply) ICMP packet types

Ping should be blocked coming from the Internet to any DMZ systems, including the firewalls, routers, and Ethernet switches

If ICMP is required to administer the firewall, then a rule must be configured to limit access only to IP addresses from Admin-Net

SNMP:

SNMP is needed to help maintain the performance of systems on the DMZs.  SNMP systems can also send traps to alert Network Management Systems (NMSs) that there is a problem that requires attention.  However, there are weaknesses in SNMP version 1 that includes the community strings to be carried in the clear.  Since later versions of SNMP might not be supported on all the equipment in the DMZ, controls on the use of SNMP are needed.

SNMP may be enabled on systems, but with only a “Read-Only” community string capability

SNMP “Read-write” capability should be strictly forbidden on all systems, hosts, routers, switches, and firewalls.

This section also details firewall administration and management.  Two firewall administrators, one primary and one secondary, shall be designated by the Chief Information Security Officer (CISO) and shall be responsible for the upkeep of the firewall. The primary administrator shall make changes to the firewall and the secondary shall do so only in the absence of the former so that there is no simultaneous or contradictory access to the firewall.

Only the designated firewall administrators shall be given user accounts on the firewall. Any modification of the firewall system software must be done by the firewall administrator or backup administrator and requires approval of the Network Services Manager.

Each firewall administrator shall provide their home phone number, pager number, cellular phone number and other numbers or codes in which they can be contacted when support is required.

Individuals assigned the task of firewall administration must have hands-on experience with networking concepts, design, and implementation so that the firewall is configured correctly and administered properly.  Firewall administrators shall receive periodic training on the firewalls in use and in network security principals and practices.

· Firewall Management Workstation

· Must be located on Admin-Net 

· Must be dedicated to management of security devices

· May never be used for office automation tasks (word processing, email, surfing)

· May never be used for development work

· All systems used for maintaining or administering the firewallxe "firewall" or which have privileged access to the firewallxe "access:to firewall"

xe "firewall:privileged access" must be documented

· The preferred method for firewall administration is directly from the console port of the attached terminal.

· Remote administrative firewall connections originating from within the company network are permitted provided that session encryption is used for these connections.   Otherwise, there should be no remote configuration of the firewalls over an untrusted network.

· In no case shall remote access to the firewall be supported over untrusted networks; i.e. the Internet. 

· Security and Performance Alerts

· Must appear on management workstation in both audio and visual form

· Must be monitored by security or operations staff 24X7

· All suspicious events must be investigated

· Logs must be reviewed periodically

· Firewall configuration must be backed up

· Backups must be stored in a secure facility

· The firewall must be backed up after every configuration change so that data and configuration files can be recovered in the event of system failure.  Two copies of the current company production firewall configuration shall be maintained for the purpose of restoring functionality after a system failure.

· Two copies of any firewall configuration used in the company production environment shall be safely stored for a period of at least thirty days after institution of a new configuration.

· Backup files shall be stored securely on read-only media so that data in storage is not over-written inadvertently.

· Backup files shall be locked up so that the media is only accessible to the appropriate personnel.

· Backups should be created after every configuration change or upgrade

· The firewall architecturexe "firewall:architecture" and rules must be documented

· The firewall architecture has to be approved by the Information Security Officerxe "information security officer (ISO)"
· Security-relevant changesxe "change:security relevant" must be presented to the Information Security Officerxe "information security officer (ISO)" for approval.

· Configuration information, valid connection authorizationsxe "authorisation:of connection"

xe "connection:authorisation" and the incident responsexe "incident response" concept must be available and open to inspection by the Information Security Officerxe "information security officer (ISO)" at any time.

· Periodic security checksxe "security:checks" must be organized by the Information Security Officerxe "information security officer (ISO)".

· Access to the firewallsxe "access:to firewall" for administrationxe "firewall:administration" purposes requires strong authenticationxe "authentication:strong" and must be made from defined workstations.

· The information transmitted between the administration consolexe "administration:console" and firewallxe "firewall" is classified as confidential.

· The change managementxe "change:management" procedures must be established and documented.

· Firewallsxe "firewall" must be physically protected. Only firewall administratorsxe "firewall:administrators" and system managers may have access to the firewallsxe "access:to firewall" and their administrationxe "firewall:administration" consoles. An access conceptxe "access:concept" must be defined, documented and maintained. 

· All firewall installationsxe "firewall:installations" must be checked regularly for conformity to the Internet Security Policyxe "BU Internet Security Policy".
· The firewall shall be regularly audited and monitored to detect intrusions or misuse.

· The firewall shall provide detailed audit logs of all sessions so that these logs can be reviewed for any anomalies.
3.14 Physical Firewall Security

Physical access to the firewall must be tightly controlled to preclude any authorized changes to the firewall configuration or operational status, and to eliminate any potential for monitoring firewall activity. In addition, precautions should be taken to assure that proper environment alarms and backup systems are available to assure the firewall remains online. 

The company firewall shall be located in an controlled environment, with access limited to the Network Services Manager, the firewall administrator, and the backup firewall administrator.

The room in which the firewall is to be physically located must be equipped with heat, air-conditioner, and smoke alarms to assure the proper working order of the room. The placement and recharge status of the fire extinguishers shall be checked on a regular basis.

Uninterruptible power service shall be provided to the firewall. 

· Make sure that the LAN equipment is in a locked closet and the door remains locked 
· Document all wiring 

· Disconnect unused connections 

· Use uninterruptible power and power conditioners to protect sensitive resources.   This provides the equipment with a continuous power source, with noise-free electricity. 

· Make sure that equipment is grounded properly 

· Design cable layout to use different risers to get redundant cables a physically diverse path. 

3.15 Firewall Logging & Incident Handling

Incident reporting is the process whereby certain anomalies are reported or logged on the firewall. A policy is required to determine what type of report to log and what to do with the generated log report. This should be consistent with Incident Handling policies.

The firewall shall be configured to log reports on daily, weekly, and monthly bases so that the network activity can be analyzed when needed. The Network Services Manager shall determine the relevant logs and reports to be maintained.

Firewall logs shall be examined on at least a weekly basis to determine if attacks have been attempted.

Security alarms convey varying levels of urgency. The firewall administrator shall be notified at anytime of urgent security alarms, as deemed by the Network Services Manager, by telephone, pager, or other out-of-band means so that the administrator may immediately respond to such alarm. Less urgent alarms can be conveyed via e-mail.

If it is necessary to bring down the firewall, Internet service shall be disabled. After being reconfigured, the firewall must be brought back into an operational and reliable state. Internal systems shall not be connected to the Internet until firewall functionality is restored.

In case of a firewall break-in, the firewall administrator is responsible for reconfiguring the firewall to address the vulnerability that was exploited.

The company should develop an automated log compression and backup mechanism. This is usually a shell script that executes from nightly cron jobs.  In addition to daily system backups, archive to tape any logs older than one week, keep 5 days of compressed logs on the system, and leave the current and previous days logs uncompressed.

Logs should be archived to a hardened, non-bastion host

Ensure the logs are written to some tamper proof media.

Consider filtering out "noise" (i.e. broadcasts, pings, etc.) from the logs, by modifying the Firewall rules to not log unnecessary information

Because firewall logs contain such huge amounts of data, it is not practical for an administrator to manually review the files and develop an understanding of what has been happening to the firewall.  Software for performing firewall log analysis and reporting tool is highly recommended. These tools help monitor incoming and outgoing firewall activity, protocol usage, security problems, resource usage, bandwidth consumption, and more.

· The firewall logsxe "firewall:logs" must be filed for at least 400 days

· Logs must be protected from manipulation

· They must contain at least the following data:

· Successful and rejected connectionsxe "connection:successful"

xe "connection:rejected" to the firewallxe "firewall"
· Successful and rejected connections to internal hosts

· Connectionsxe "connection:to external hosts" to external hosts

· Multiple, rejected connections to the same host

· The extraction of specific information must be possible within reasonable time and effort, (possibly with the use of a separate analysis tool).

The firewall logsxe "firewall:logs" are to be mirrored on a separate system as read only data or must be written on CDs. Access to this dataxe "access:to firewall logs" must be limited to the firewall administrationxe "firewall:administration" and system management.

Firewalls should also log information like what users are connecting to which URLs.  The overall need for URL filtering is to achieve efficiency in the use of internet for company employees, meaning to make the connectivity available only for business purposes and any offensive or unwanted traffic by anybody in the internal network be blocked, thus not hogging the bandwidth.  URL logging and potentially URL filtering can protect the organization from offensive web sited being viewed with corporate resources.

Entry servers are highly secure reverse proxy systems that are the sole point of contact between the public Internet and internal systems.  They serve as the SSL endpoint for Internet e-banking connections.  When a bank customer desires access to e-banking services, their web browser creates an SSL session to the entry server.  The entry server performs the user authentication, requesting login credentials from the user and verifying them against an internal database.  Once the login has been accepted, the entry server performs no additional processing, other than maintaining the external SSL session and proxying it through to the application server.

Because sensitive client information is processed on this server, and because it is accessible from the Internet (using HTTP), it must be as secure as practical.  The security standards for an entry server are as follows:
3.16 Upgrading the Firewall

It is often necessary that the firewall software and hardware components be upgraded with the necessary modules to assure optimal firewall performance. The firewall administrator should be aware of any hardware and software bugs, as well as firewall software upgrades that may be issued by the vendor. If an upgrade of any sort is necessary, certain precautions must be taken to continue to maintain a high level of operational security.

The firewall administrator must evaluate each new release of the firewall software to determine if an upgrade is required. All security patches recommended by the firewall vendor should be implemented in a timely manner.

Hardware and software components shall be obtained from a list of vendor-recommended sources. Any firewall specific upgrades shall be obtained from the vendor. The use of virus checked media, or FTP to a vendor's site, are appropriate methods to obtaining software updates.

After any upgrade the firewall shall be tested for functionality prior to going operational.

3.17 Intranet Firewalls

For any systems hosting company critical applications, or providing access to sensitive or confidential information, internal firewalls or filtering routers shall be used to provide strong access control, and support for auditing and logging. These controls shall be used to segment the internal company network to support the access policies developed by the designated owners of information.

3.18 User Guidelines

The entire company Firewall policy is not intended for wide dissemination.  An attacker can glean considerable information about the security posture of an organization by reading their firewall policy document.  Information that should be communicated to the user population should be minimal.  An Internet Use Policy is an appropriate document for disseminating this information to the user population.

3.19 Database System Security

The extranet database servers fall into two categories: those that have data that is required for the extranet portal applications to operate such as the SQL database servers and those that have data that is delivered to the client as content.  The company has many internal databases that contain confidential information.  It is recommended that client data be “pushed” from the many company internal databases to one or more data storage servers residing on the extranet database DMZ.  The security benefits of pushing the data to the extranet data storage servers are:

· The extranet application servers will be accessing a copy of the client’s data and not the original source.

· Only a subset of the client data residing on the database servers will reside on the extranet database servers.

· The extranet application servers will not be accessing data directly from the internal network’s database servers.  Therefore, if one of the application servers is compromised, the attacker has access only to the company DMZ database servers and not the original source.
When data is pushed to the extranet database DMZ data storage servers, it is essential that only the data that the client needs access to reside on those servers.  Whole databases shouldn’t be replicated to the extranet data storage servers for convenience or any other purpose. The client data should be stored as read-only data.

The data should be accessed using a high performance database server containing pointers to files on the data storage servers to maintain high-speed data access.

The database server software used should support:

· Authentication between the extranet application servers and the database server.

· Encryption of traffic between the application server (database client) and the database server. 

· Encryption of traffic between the database server and the data storage server.

It is recommended that data that will be accessed by the extranet portal application servers be “pushed” to database servers or data storage servers on the database DMZ.  Only data that the clients need to access should reside on the database DMZ servers in a read-only mode of access.

The database server should support the security features detailed above.

It is imperative that if the extranet portal infrastructure is co-located at a non-company facility, that the company investigate the legal ramifications of housing confidential client information offsite and follow the legal guidelines appropriately.

There may be exceptions to these guidelines based on the company’s business requirements.  The Internet web systems might allow customers to change information about themselves such as phone number associated with their account.  These applications will then need write access to the production internal databases and therefore need to do this in a secure atomic way.  There may also be applications that need to allow customers to issue power connect/disconnect orders.  These applications will also require write access to some internal databases and workflow software.  There will be other applications that will need this type of access to the internal databases.  The above guidelines may not apply to some of these applications, but the security of these applications will need to be evaluated on a case-by-case basis by the security DRB.
3.20 Partner Networks

When access is allowed between company networks and an external organization’s network, there are certain risks involved.  Risks must be identified and minimized to reduce the potential for compromise of sensitive business information or denial of service to the company information resources.  

Below is a list of requirements for considering partner network designs:

· A signed contract between the two entities that spells out the details of this partner connection should exist prior to connecting the networks.  This contract should spell out the terms and conditions and contain a non-disclosure agreement

· A SLA that details the expectations up front is needed that shows the demarcation and ownership of the connection and the various network elements making the connection

· The incident response procedures for the connection need to be determined and documented

· Documentation should exist that shows how this partner connection is designed and implemented

· Management and escalation points of contact should be know and documented

· The types of traffic being exchanged needs to be known.  Only those specific traffic flows should be permitted through the use of a network security filtering device.  Filters should be created in both directions on both ends of the connection.

3.21 Intrusion Detection

Intrusion Detection involves where and how to monitor for attack signature, both on the network, and within hosts.  Below are some guidelines for Intrusion Detection Systems:

· The company should utilize both Host and Network based systems where appropriate

· Enable DMZ systems to alert for attacks against themselves

· Subdivide traffic in data centers into chunks capable of individual monitoring (<100Mbps)

· Consider utilizing network-switching equipment specifically designed to accommodate IDS

· Intrusion response policies must exist prior to implementation of an IDS

· A central management console should be used to gather alarms from both network-based and host-based IDS

· Network-based IDS should be able to inspect traffic flowing in both directions

· Alarms should be archived for a period of 1 year

3.22 Exceptions to the DMZ Design Review

In any organization there are always going to be exceptions.  Therefore a process should exist that deals with this eventuality.  When systems are being proposed for business reasons and are not in compliance with these guidelines for creating and maintaining a secure DMZ architecture management needs to accept the risk.

In these special cases where exceptions are made a risk the VP or Senior Executive of the business unit that is requesting the change must sign a risk-acceptance form.  This form can be standardized and can be created through arbitration.  This risk acceptance form should also contain the business case that is being used to go against the security policy and guidelines.  This process can also be used when there is a tiebreaker vote within the SDRB group.

Time limits are also an important component of this process.  If a risk-acceptance is granted then an agreed upon time limit should exist to bring the system into compliance.  Each time that the SDRB meets the time limits should be reviewed and status should be given on the progress of bringing insecure systems into compliance.  If the time limit expires then either the system must be brought into security compliance or it will require another risk-acceptance form be submitted and signed.

3.23 Document Historical Design Decisions

The SDRB should also keep records about what designs are approved and why they were approved.  Documentation of this sort will create a sort of “case history” and set precedence for future decisions to be made.  This will keep the integrity of the SDRB and continue to insure that the DMZ architecture is adhered to even when the people within the SDRB may change.

Appendix A:
Acronyms

The acronyms used in this document are defined below for reference.

	Acronym 
	Description

	BGP-4
	Border Gateway Protocol version 4

	CISO
	Chief Information Security Officer

	CORBA
	Common Object Request Broker

	DMZ
	Demilitarized Zone

	DNS
	Domain Name System

	DRB
	Design Review Board

	EADRB
	External Architecture Design Review Board

	EIGRP
	Enhanced Interior Gateway Routing Protocol

	ENTAG
	Enterprise Network Technology Advisory Group

	FTP
	File Transfer Protocol

	HTTP(s)
	HyperText Transfer Protocol (Security)

	IADRB
	Internal Architecture Design Review Board

	ICMP
	Internet Control Message Protocol

	IGRP
	Interior Gateway Routing Protocol

	IIOP
	Internet Inter-ORB Protocol

	IPSec
	Internet Protocol Security

	ISP
	Internet Service Provider

	IT
	Information Technology

	LAN
	Local Area Network

	L2TP
	Layer-2 Transfer Protocol

	NAT
	Network Address Translation

	NFS
	Network File System

	NIS
	Network Information Service

	NMS
	Network Management System

	NNTP
	Network News Transfer Protocol

	OS
	Operating System

	OSPF
	Open Shortest Path First

	PPTP
	Point-to-Point Transfer Protocol

	RIP
	Router Information Protocol

	RPC
	Remote Procedure Call

	SCP
	Secure Copy

	SDRB
	Security Design Review Board

	SMTP
	Simple Mail Transfer Protocol

	SNMP
	Simple Network Management Protocol

	SSH
	Secure Shell

	SSL
	Secure Sockets Layer

	TFTP
	Trivial File Transfer Protocol

	UDP
	User Datagram Protocol

	VPN
	Virtual Private Network
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